Wipro’s Data Privacy Solution

Powered by Microsoft Priva

Wi p ro. :. CyberSecurity

by CyberSecurists.




Wipro Data Privacy Capability

Certified Privacy
Professionals
Globally

Partnership with
Data Privacy
Vendors

Privacy
Professionals
Globally

Customers for
Data Privacy

Years of
experience

Assess Analyze Design Rollout Sustain
+ CCPA/GDPR/LGPD * Policy & Control Gap » Privacy Framework + Data Anonymization * Privacy Audits
Reizdlnesz é;s;assment & Analysis Development + Data Encryption + Privacy Control Testing
roadmap definition . : ; . ’ : o )
" iy | " t Privacy Threat Modelling Privacy by Design +  Tokenization «  Privacy Controls Assurance
@ ° Privacy Impact Assessments . I . . ) . )
S . Data Classification Privacy Engineering - Subject Access Request
c * Vendor Privacy Assessments » Data Discovery * Consent Management Automation
G) . . .
n EIOUd Pr|vai:y Risk + Cookie Consent * Recovery Plans
ssessments
h Management » Breach Notification
* Breach Response Automation
Assessment

o0 © wipro confidential 2




Data privacy - From backroom to boardroom

Top 3 reasons for data breaches
» Malicious code

» Employee negligence

$ 3.8 Mn
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Mandatory Breach Notification
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Solutions to accelerate your data privacy journey...

Security by Design

. . Automation & Analytics
@ Privacy by Design @@ Powered by Al y

Wipro’s Data Privacy Solutions

DPIA / PIA Automation

Automate Privacy Impact Assessments for the applications, business
processes, IT assets & new business initiatives impacted by privacy
regulations.

Data Protection

Comprehensive lifecycle management of protecting
data in enterprise, cloud using controls such as
discovery, anonymization, encryption etc.

Data Privacy Inventory

Single Source of Truth for personal data
processing

GRC Platform
Driven End-to-End
Compliance Automation

Data Privacy Solutions
for Microsoft, SAP, Oracle,
Salesforce, Appirio,

Cloud & On-Prem

Individual Rights Management

Automate Individual Rights Management across ERP, and
other enterprise systems using orchestration and @
automation engine. L

Breach Notification & Reporting

Breach Notification & Reporting for 40+ data privacy acts
using automated playbooks
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Data Privacy Challenges




Key Data Privacy challenges

Data Governance Complexity due to acceleration of
digitalization

Increased data breaches across industries globally

Lack of knowledge of personal data in the enterprise

Adoption of new horizon technologies

Lack of data privacy talent as the demand exceeds
the supply

What We Hear in the Industry?

How Do | Make Sure —

* How to gain new insights from data and
make better decisions, and to do so in a
manner that protects individual privacy?

* How to provide individuals with new
ways to exercise choice and control,
especially where data uses most affect
them?

« How to implement controls based on
criticality of risk when there is lack of
guidance from regulators?

* How to notify individuals when data is
passively collected from machine to
machine transactions?

* How do we ensure that there is no “bias’
in decision making when processing
personal data using Al & ML
technologies?
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Data Privacy Challenges Affecting 3E’s

@ Experience )

» Lack of knowledge/awareness of personal data
in the enterprise; no single source of truth for
personal data processing.

» Adoption of technologies like IoT, Blockchain,
cloud, mobility poses new privacy risks

* Manual processes to manage data privacy
requirements

 Inability to apply data privacy controls in
fragmented and legacy systems

Efficiency )

Administrative activities in data privacy
operations use up valuable time from the
skilled privacy professional's daily schedule

Lack of visibility into stakeholder functions
(Business, IT, Compliance, Legal etc.) means
silo’d operations and lack of process coverage

Time consuming manual support for the
business functions

Inability to integrate privacy risk into overall
enterprise risk and report your risk posture

g%) Economics )

Limited scale of data privacy resources leads
to inability to serve business; Adding resources
results in increase in program cost

Lack of objective and timely insights mean
delayed decisions and elongated budgets.

Support model with multiple dedicated teams
mean an in-efficient and un-economic
allocation of resources.

Constraints in budget allocation result in data
privacy solution being half-baked and ill-suited
for purpose.

(O(ﬂ\ Data breaches are real and they result in loss of trust with your end customers. In this age of privacy, ‘Trust’ will be the factor
ol that decides whether a business thrives or goes extinct, not ‘service’, or ‘loyalty’, or ‘reputation’.
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Our Guiding Principles and Approach




Our Solution Themes for Data Privacy

@ Experience

Consistency

» Standardized data privacy process and
standards to cater to the needs of organization
across various business units and functions

Flexibility
+ Ability of the solution to dynamically adjust to

the global data privacy requirements and
compliance initiatives

Ease of Use

+ Ability to Privacy by Design into the new
products and services through a repeatable
and sustainable process.

)

Intelligent Automation

» Using AI/ML capabilities in the data privacy
operations means the efforts of the skilled
privacy professionals are optimally utilized

A Common Risk language

» A uniform framework and standardized testing
methodology means the ability to align with
enterprise privacy management methodology

Integrated Processes

* Integrate the requirements of various
stakeholders into the privacy management
platform to ensure adequate and timely
participation in decision making

Efficiency )

g%) Economics )

Accelerate Decision making

» Objective insights from privacy impact
assessments and control monitoring feeds
mean that management can take risk-informed
decisions

Scalability

+ Build a process and data privacy platform that
is easily scalable and can be leveraged to
comply with ever evolving data privacy
regulations

On-Tap Support

» A flexible support model means dynamic
allocation of resources to support your varying
workloads and requirements

> Our solution themes enables organizations to leverage privacy as a brand differentiator
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Our Guiding Principles

Comprehensive Data
Privacy Framework

Data Privacy Framework
Maturity Assessment

Privacy by Design

Data Privacy Threat Modelling
Assess Data Di
Integrated Workflow ata Liscovery
3Es Analyze Automation Data Subject Access Requests
Experience | Efficiency
Economics Design Breach Notification
Rollout Seamless External Consent Management
Int ti
TeChnOlogy Sustain regrations Cookie Compliance
Process Privacy Impact Assessment
Intuitive Artificial
**************** ni! ‘|ve rutera Privacy Control Testing
People Intelligence
Subject Access Request Automation
Vendor Privacy Assessments
€t N . . . .
15 We enable organizations to build and sustain a scalable data privacy program through a robust privacy framework
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Wipro’s Privacy Framework

Discover

Data Classification

Data Discovery

Data Mapping & Data Inventory

Manage

Data Protection Impact
Assessments (DPIA)/PIA

Consent and Choice

Individual Rights Management

Protect

Encryption Management

3rd Party Risk Management

Security Controls

Record

Controls Assurance

Audits

Breach Management

Report

Documentation

Certification

Code of Conduct

Fair & Lawful Processing

Transparency & Openness

Purpose Specification

Data Security

Privacy Principles
Data Minimization

Data Access

Choice & Consent

Responsible Data Sharing

Data Quality

Accountability

Program Management, Compliance, Privacy & Security by Design, Governance & Risk Management
Privacy Metrics & Key Indicators

Technology, Automation & Reporting

GE Our Data Privacy Framework allows organizations to design & implement a forward looking privacy program that will enable
compliance to ever evolving privacy regulations.
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Wipro’s Approach

7@ | Assess

s Transform

)/‘E’é | sustain

Maturity Assessment of current data privacy program across
people, process and technology dimensions and
benchmarking against best practices and industry peers.
Development of strategic roadmap for maturity enhancement.

Transformation of current data privacy program across
people, process and technology dimensions based on outputs
of assess phase to improve experience, efficiency and
economics of operations and raise maturity of the privacy
program.

Support ongoing operations of data privacy program,
including maintenance and upkeep of technology solution and
execution of end-to-end data privacy operations activities.

Key Deliverables:

* Readiness / Maturity Assessment for Data Privacy

* Gap Analysis Report

* Program Uplift Recommendations

« Maturity Benchmark with Industry Peers

« Strategy including Operating Model and Execution
Roadmap

« Stakeholder RACI Document

Key Deliverables:

» Data Mapping and Data Inventory to create a “Single
Source of Truth” for Personal Data processing.

* Enhance and implement scalable Data Privacy Policies &
Process for Data Subject Access Requests fulfillment and
Privacy Impact Assessment, Privacy by Design requests,
Breach Notification.

+ Consent lifecycle management & data privacy controls
such as anonymization, data encryption etc.

Key Deliverables:

» Privacy Impact Assessments for applications & business
processes

» Privacy audits and data privacy control testing

* Privacy awareness through gamification and online
campaigns

» Data Subject Access Requests fulfillment

» Privacy by Design guidance to business stakeholders

Key Outcomes:

« Identification of improvement areas with steps for
remediation

« Defined target maturity level phased implementation plan
to get there

» Revised governance model for alignment across
stakeholders

Key Outcomes:

» Single Source of Truth for Personal Data Processing
+ Knowledge of data flow throughout the data lifecycle
» Privacy and Security by Design and by Default

» Greater risk visibility

Key Outcomes:

» Privacy aware culture

+ Data Privacy automation through automation and analytics
powered by Al

» Cost optimized global support model

© wipro confidential

12




Microsoft Priva - Privacy Risk Mgmt
Solution




Microsoft Priva - Introduction

Microsoft Privacy Risk Management solution that provides visibility into your organization's M365 privacy data and reduce
risks through policies; Priva Subject Rights Requests feature provides automation and workflow tools for fulfilling data
requests at scale.

S———— Identify critical privacy risks and conflicts

Capabilities @ Automate privacy operations and response to subject rights requests

JRSS— Empower employees to make smart data handling decisions
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Microsoft Priva - Privacy Management solution for Microsoft 365

Organizations can see privacy related data status with volume, category, location, and movement of personal data in their
Microsoft 365 environments. Additionally, they get visibility into the current status and trends of the associated privacy risks
arising from personal data being overshared, transferred, or unused.

........................................... Identlfy Critical pl’ivacy riSkS and ConﬂiCtS
Location for
Microsoft Privacy
JS— Automate privacy operations and respond to subject management
rights requests

Microsoft Privacy + Exchange Online

Management for
Microsoft 365

Empower employees to make smart data handling
decisions

* SharePoint Online

* OnebDirive for
Business

J— Automated Discovery . Microsoft Teams

et Al-based Privacy Management
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Microsoft Priva - Features

Automated Discovery

Privacy Management for Microsoft 365 uses
artificial intelligence to assess privacy
risks. It also has an automated discovery
process whereby sensitive data get located.

Find and visualize personal data

Al-based Privacy Management

Al-based privacy management solution for
Microsoft 365, which applies intelligence to quickly
assess your organization’s privacy risks and help
anyone working with personal data make the right
decisions.

« Privacy management helps organizations to discover personal data automatically and provide key
analytics and insights to admins to help them understand the privacy issues and associated risks in
their organization. These insights are presented within your Overview dashboard, which provides
automatic updates about your data with important trends, and the data profile, which allows you to

explore ongoing analytics.

« Gain visibility into the storage and movement of personal data

Efficiently fulfill personal data requests

Privacy management provides you with the capability to automate

fulfillment with

easy access to relevant data and customizable workflows that fit into existing business processes.

Integrate with Compliance Manager

Compliance Manager offers data protection and privacy assessment templates that correspond to
compliance regulations and industry standards around the world. Taking steps in privacy management
to protect the personal data you store can contribute to your privacy assessments in Compliance
Manager and can help improve your compliance score.

@ © wipro confidential

Identify and protect against privacy risks

Proactively identify and protect against privacy risks
such as data hoarding, data transfers, and data
oversharing

Manage privacy risks at scale

Manage subject rights requests

Enable users to effectively manage data and
take steps to comply with evolving privacy
regulations Manage subject rights requests
at scale

Privacy management provides tools to detect these risks, establish policies and processes for
remediation, and directly notify your users about issues and recommended actions to take.

Built-in, customizable templates

Privacy management provides built-in, customizable templates for establishing ongoing

policies tailored to these scenarios:

. Discover open and over-privileged personal data in your organization
and prioritize remediation efforts to secure data. Easily manage access rights to this data to protect

privacy and prevent inappropriate use.

. Detect and manage transference of personal data between departments in your
organization or across country or regional borders. This can help reduce the risk of data exposure,
or of stepping out of accordance with privacy regulations and laws.

. Identify personal data that does not need to be retained and prioritize

remediation efforts to delete this data.

Once set up, you can evaluate your data on an ongoing basis, receive alerts when policy matches are

detected, and set up email notifications



Protect information subject to data privacy regulation

Protect
information
subject to
data privacy
regulation

Data privacy regulations for
information protection recommend:

Protection against loss or
unauthorized access, usage and/or
transmission.

Risk-based application of protective
mechanisms.

Use of encryption where appropriate.

Sensitivity labels

Classify and protect
documents and sites
without hindering the
productivity of your
users and their ability
to collaborate.

In Microsoft 365, information protection solutions include:

Data loss
prevention (DLP)

Detect, warn, and
block risky,
inadvertent, or
inappropriate sharing
of data containing
personal information.

Office message
encryption (OME)

Send and recei
encrypted )
between people
inside and outside
your organization.

Teams and sites
access controls

Confinewho has
what type of access
toaTeamora
SharePointsite and
whetheryou
sharethe Te

site or request access.

» Sensitive information types (described in the assess data privacy risks and identify sensitive items article)

» Sensitivity labels

» Service/container-level

» Client-side/content-level

» Automated for data-at-rest in SharePoint and OneDrive

» Data Loss Prevention (DLP)

» Microsoft 365 Endpoint data loss prevention

» Office 365 Message Encryption new capabilities (OME) and OME Advanced Message Encryption
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Discover & Protect information subject to data privacy regulation

Windows
Mac0s
05

Android

Data Classification
Service

AZURE

o5

-

Sensitive Information Types . €---->| ADIs  SOLDB  AzureFiles
] Purview

' ®%=
Custom Trainable Classifiers () (_4-2

Cloud Upload Out of Box
Credit Card Sample Content Blobe  Cosmos DB

et
Validate
Publish

App Control .
UsB Drve Endpoint

Metwork

Informed by MIP

Sensitivity Labels
t|}'r “2 nsider Risk

} . Advanced Management /

blic Confidential = eDiscovery | Communications
Compliance

Print

Clipboard

000 © wipro confidential 18



Microsoft Priva - Privacy Risk Mgmt Portal Dashboard

i Microsoft 365 compliance @& 7
Privacy management: Overview

Policy matches

Privacy management: Subject rights requests

Available Status Top request types

48 Loading...
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Wipro’s Privacy Mgmt Solution Stack &
Maturity driven approach




Privacy Solutions for Transformation and Sustenance

Data Classification
Microsoft Priva,

PlsEsyer Data Discovery Microsoft M365 Compliance Suite
Data Mapping & Data Inventory Data Retention and Disposal Azure Purview
PIA/DPIAs Privacy Threat Modelling ) )
) ) LINDDUN — Privacy Threat Modelling
Manage Consent and Choice Cookie Consent

Individual Rights Management

Encryption Management
Protect 3 Party Risks Management Microsoft M365 Compliance Suite
Security Controls SNOW

Controls Assurance

Record Audits

Breach Management Breach Notification and Reporting SNOW

Documentation Dashboards and Reports Microsoft Priva - Privacy Mgmt
Report Certification

Code of Conduct

Privacy Operations Center Maturity Assessment
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Wipro’s Approach - By maturity

« ldentify Pl processed by the Organization
* Build PII Inventory

» Build Privacy Policy and related privacy
process and procedures

» Build privacy notices

* Conduct Gap Analysis/PIA

» Facilitate Data Subject Rights

» Maintain Records of Processing Activities

« ldentify Privacy Risks and manage risks

* Manage consent and withdrawal of consent
» Manage Privacy Breach and notification

» Build privacy organization and governance
» Conduct Privacy Awareness and Training

» Conduct third party risk assessment.

Automate identification and maintenance of Pll
inventory

Implement policies and procedures using tools
to prevent data leakage and safeguard data

Automate PIA, manage privacy risks.
Automate DPIA for process meeting criteria.
Automate privacy risk management

Automate Data Subject Access Requests
fulfillment process

Automate or implement tool for breach
management and notification

Automate Cookie Preference management

Conduct Privacy Awareness and training at
predefined frequency.

Automate third party risk assessment

Set up Privacy Operations Center

Privacy Impact Assessments for applications &
business processes

Privacy audits and data privacy control testing

Privacy awareness through gamification and
online campaigns

Data Subject Access Requests fulfillment

Privacy by Design Audits, Privacy by Design
guidance to business stakeholders.

Build Regulatory and Compliance Intelligence

Setup Privacy Operations center to manage
updates to privacy policies, processes, conduct
regular PIA, DPIA and audits, respond to
privacy related queries from business and
application teams.
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Sample PIA Reports

Privacy Impact Assessment Report - Finance Process

Assesse
NNN-1

NNN-2

wipro co




Sample Reports

Risk Exposure Gap Analysis Dashboard

High Level Roadmap

- A pata breach management Risk Profile

Ml sharePoint, File Shares, Email

crm [l Il shadow IT (DropBox)
[ sixroad
[l saP (HR, Payro)

Customer Contact

Centre A Paper
Records Moderate

ocal Media /

Probabliity

Insignificant Serious Critical

Impact
High Risk ) MediumRisk @) LowRisk
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Key Privacy Case Studies - Think Privacy - Think Wipro
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Data Mapping & LGPD Compliance ,
Inventory for a - foralarae '
Large British Retail Pharmaceu%ical

& Commercial >
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V. & <%

Company in Brafq’

Right to Forget

Privacy by Design implementation for Subject Access
in Big Data 2fihess CCPA Compliance Requests
Analytics Platform W&L‘ﬁiiqﬁforggft for a Large Retailer Automation for a
for a Bulgarian Technology - g in USA large British
Telecom Provldera N, Company Y _ = Pharmaceuﬂcau

© wipro confidential 25



Thank you

*e
s ® | CyberSecurit
Wlpro,- i

by CyberSecurists.




