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Dedicated

Microsoft Security 

Practice

600+ 

SME’s

400+ 

MS Certified

70+ 

Global 

Engagements

Competencies

Wipro’s Microsoft Security – Competency, Capabilities & Credentials

Offerings

Modern Workplace 

Security

Digital Identity 

(B2E / B2B)

Endpoint Security

(AV, TVM, ASR)
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Modern SOC MDR

Cloud SIEM

(Azure Sentinel)

XDR (MDE, MDO, MDI,MCAS, 

NDR, Azure Defenders)
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Azure Cloud Workload 

Security

Cloud Workload Platforms 

Protection (CWPP)

Cloud Security Posture 

Management (CSPM)
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Services

Consolidation & Transformation

Consulting

Accelerators Maturity Models Architecture

Integrated Managed Services

Credentials

GOLD
Security 

Competency

Top 5 MSSP

Top 5 Advisory for Security, Compliance & 

Identity

Top 5 Security SI

Advanced Specializations – Identity, Threat 

Cloud Security, Information Protection & 

Governance

Identity Compliance

Security SOC

SSO / 

MFA

Endpoint 

Security

IGA

Azure 

Security

O365 

Security

24x7 

Monitoring

DLP

MDR 

Services
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Key Offerings Overview
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Across physical and virtual machines & devices, Email and CASB leveraging M365 

Defenders MCAS, Endpoint Manager and Win 10 Security

Identity

Threat

MWP Security 

Pillars

Information 

Protection & 

Compliance

B2E B2B B2C

- Azure AD -

- M365 Defenders -

Microsoft Information Protection

• User

• Device

• Apps

M365 E5

• Comprehensive & integrated security and compliance solutions 

for workplace

• Cloud delivered and AI/ML powered

Information Protection ComplianceEndpoint Protection Identity Protection o365 protection
Cloud Apps Protection & 

Compliance

Modern workplace demands

• Remote Working

• Mobility

• Hybrid / Multi-cloud

• Digitization

Modern Workplace Security Solution
Security, Compliance and Identity powered by Microsoft M365

Security expectations

• User Experience

• Improved compliance

• Intelligent

• Lower costs

• Zero Trust

Data Discovery, Classification & Labelling, Controlled Sharing, DLP, Auditing & 

Monitoring, eDiscovery across O365 & SaaS Apps and Endpoints

SSO, MFA, Adaptive Authentication, Privileged Identity, Access 

Governance, UBA, Secure Hybrid Access, Application Access 

Security, RBAC, Consumer IAM
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Azure AD – Unified Digital IAM and Zero Trust User Access – Overview

Azure

Workloads

Single Identity

Seamless SSO

JIT Access

Priv. Governance

B2B Onboarding

Identity Protection

Access Governance

RBAC

MFA

Zero Trust User Access

Password Less

• Windows Hello

• Microsoft Authenticator

• FIDO2 Key

Unified IAM

Azure Active Directory
Other Devices

IOSMacOS

Windows On-premises AD

• B2B Partner Org

• B2B Federation

• Time bound Access

B2B

Administrative Users

AAD Connect

Wipro’s IAM Maturity framework

Zero Trust Principals

• Least Privilege

• Explicitly Verify

• Assume Breach

• Quick Azure AD Deployment

• Azure AD Best Practices

• Maturity assessment
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What M365 Defenders do?

• Protect against attacks and coordinate defensive responses across the suite through signal sharing and automated actions

• Provides full story of the attack across product alerts, behaviors, and context for security teams by joining data on alerts, suspicious events 

and impacted assets to 'incidents‘

• Automate response to compromise by triggering self-healing for impacted assets through automated remediation

• Enable security teams to perform detailed and effective threat hunting across endpoint and Office data

Microsoft 365 Defenders for Workplace Services Protection

Microsoft 365 Defenders Services

Microsoft Defender for Endpoint Microsoft Defender for Office 365 Microsoft Defender for Identity Microsoft Cloud App Security

M365

Defenders

Identity Endpoints

o365
Applications

• Identify & detect threats on AD Domain

• Compromised identities Visibilities

• Malicious insider actions

• Safeguards against malicious threats

• Safe Links

• Safe Attachments

• Anti-malware / Anti-spam

SIEMSecurity Events, Logs

Benefits of Integrated Threat Mgmt.

• Cross-product single pane of glass

• Combined incidents queue

• Automatic response to threats

• Self-healing for compromised devices, user identities, and mailboxes

• Cross-product threat hunting 

• Preventive Protection

• Post-breach detection

• Automated investigation & Response

• Shadow IT deep discovery

• Data protection controls

• Threat protection
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A Comprehensive approach to discover & protect organizational sensitive data Leveraging Microsoft M365 E5 Compliance

Info Protection and Governance Lifecycle

Azure Purview M365 DLP DLP for Endpoint MCASMIP

Sensitive Info Discovery
Classification & 

Labelling
Controlled Info Sharing

Information Protection Data Loss Prevention Data SoD

Data Access Control
Communication 

Compliance
Data Governance

Wipro’ Hybrid Information Protection, Governance and Compliance Solution

Hybrid & Multi-cloud

Endpoints

SQL



© confidential 8

• Network 

Segmentation

• NSG/ASG

• Firewall

• DDoS Protection

• WAF

• Remote Connectivity 

/ Access

• Azure Blue Print [ex: PCI DSS]

• Azure Policies

• CIS Azure Security Benchmark

• Azure Security Center

• Vulnerability Mgmt.

• Endpoint Protection

• Secure Score

• Azure Defenders

• Regulatory 

Compliance

• Continues Audits

• Disk/Storage Encryption

• Azure Key Vault / HSM

• Storage Security

• Sensitive Info 

Discovery/Classification

• Integration of Azure Security Events with SIEM 

Platform ( ex: Azure Sentinel)

Gain greater visibility & control

Enable security at cloud speed

Keep up with cyber threats

* Rapid deployment of security & compliance 

leveraging Wipro’s Azure Landing Zone security 

playbook/framework/toolkit/best practices based 

on multiple larger deployments experience

• Identity Prov.

• SSO

• MFA

• RBAC

• PIM

• Identity Protection

Azure

Landing

Zone

Unified Security & 

Compliance 

Management

SIEM/SOAR

Network Security

Security Baseline

IAM Controls

Data Security & 

Compliance

Azure Cloud Security & Compliance Solution

https://www.wipro.com/content/dam/nexus/en/service-lines/applications/solutions/knowing-who-and-what-to-trust.pdf
https://www.wipro.com/content/dam/nexus/en/service-lines/applications/solutions/knowing-who-and-what-to-trust.pdf
https://www.wipro.com/content/dam/nexus/en/service-lines/applications/solutions/knowing-who-and-what-to-trust.pdf
https://www.wipro.com/content/dam/nexus/en/service-lines/applications/solutions/knowing-who-and-what-to-trust.pdf
https://www.wipro.com/content/dam/nexus/en/service-lines/applications/solutions/knowing-who-and-what-to-trust.pdf
https://www.wipro.com/content/dam/nexus/en/service-lines/applications/solutions/knowing-who-and-what-to-trust.pdf
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Wipro’s Integrated Security & Compliance Solution for SAP on Azure

SAP S/4 HANA SECURITY

DESKTOP MOBILE 3rd PARTY APPS

SAP WEB DISPATCHER

FIORI UI PORTAL SAP HANA XS App

SAP GRC SAP PO SAP S/4HANA

SAP HANA DATA

SAP Information Protection & DLP (HALOCORE)

Azure Cloud Security for SAP HANA Workloads
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Salient features

• Simplified Security Architecture 

leveraging Native Security Controls 

and Security Blueprints

• Layered Security & Defense in Depth 

Strategy

• SAP information protection using our 

partner solution HALOCORE SECUDE

• Wipro’s CCF compliance framework
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Wipro’s Modern SOC MDR powered by Microsoft Sentinel
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Customer IT environment

Visibility, Automation, Orchestration

Zero Trust 

Security

Identity End

points

Data Apps Infra

structure

Network

Multi Cloud
Case Management 

Tool

Threat Intelligence 

Deep, dark web & clear web threat intel & analysis Microsoft Graph

Security Analytics

User Entity Behaviour Analysis

Security Event Monitoring

Security Data Lake

Cyber Deception

C
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Threat Hunting 

Microsoft Defenders
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ts

Attack Surface Mapping

Security Operations 

Automation, Orchestration & 

Response

Cyber Defense Center

Incident Investigation & 

Response 

Forensic Retainer Services 
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Our Azure Marketplace Offerings (Co-Sell Ready)

Managed Service Offering Consulting Offering

FY’22 Microsoft’s Security

Sales Plays

Wipro’s Modern SOC MDR 

powered by Azure Sentinel

Azure AD Setup 10-Week 

Implementation

Advanced Discovery: 10-Wks 

Implementation

Info Protection & Gov : 12 Wks 

Implementation

Azure AD Digital IAM Managed 

Service

Modern Workplace Security 10-

Wk Implementation 

Azure Security & Compliance : 

12-Wk Implementation
SAP on Azure Security : 10-Wks 

Implementation

Microsoft OT/IOT Security 

Assessment

Co-Sell offerings on Azure Market Place

Secure Azure, 

hybrid & multi-

cloud

Modernize security 

& Defend against 

threats

Zero Trust 

foundations

Protect & govern 

sensitive data

Manage & 

investigate risks

Microsoft Priva – Privacy Mgmt 

Implementation – 16 Weeks

https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fazuremarketplace.microsoft.com%2Fen-us%2Fmarketplace%2Fapps%2Fwipro-ltd.wipro_ms_security_cogntivesoc%3Ftab%3DOverview&data=04%7C01%7Cprakash.narayanamoorthy%40wipro.com%7C06ad301bcfca49f1f86c08d97db409d1%7C258ac4e4146a411e9dc879a9e12fd6da%7C1%7C0%7C637679034535185625%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=4uoloFVBIiTDac9vrJlSsEYSZU7Znd1PHrqLYd%2BHM5k%3D&reserved=0
https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fazuremarketplace.microsoft.com%2Fen-us%2Fmarketplace%2Fconsulting-services%2Fwipro-ltd.wipro_mssecurity_azure_adservice%3Ftab%3DOverview&data=04%7C01%7Cprakash.narayanamoorthy%40wipro.com%7C06ad301bcfca49f1f86c08d97db409d1%7C258ac4e4146a411e9dc879a9e12fd6da%7C1%7C0%7C637679034535195622%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=88DKMCF5PuBlB1Z%2BBTyfibI%2FGtG9w0%2FazaNO20elano%3D&reserved=0
https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fappsource.microsoft.com%2Fen-us%2Fmarketplace%2Fconsulting-services%2Fwipro-ltd.mssecuritycompediscovery&data=04%7C01%7Cprakash.narayanamoorthy%40wipro.com%7C06ad301bcfca49f1f86c08d97db409d1%7C258ac4e4146a411e9dc879a9e12fd6da%7C1%7C0%7C637679034535225606%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=nZ1r%2FHFBvM7cF6DMj5cET49Zsx4aGP6wJl6TxTiVVqI%3D&reserved=0
https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fappsource.microsoft.com%2Fen-us%2Fmarketplace%2Fconsulting-services%2Fwipro-ltd.m365compliance&data=04%7C01%7Cprakash.narayanamoorthy%40wipro.com%7C06ad301bcfca49f1f86c08d97db409d1%7C258ac4e4146a411e9dc879a9e12fd6da%7C1%7C0%7C637679034535235598%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=ka0MKkYW8xrxW%2B9Tf4Ife3I27wlQEROT0uqOYzN6Dmk%3D&reserved=0
https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fazuremarketplace.microsoft.com%2Fen-us%2Fmarketplace%2Fapps%2Fwipro-ltd.wipro_azure_ad_iam%3Ftab%3DOverview&data=04%7C01%7Cprakash.narayanamoorthy%40wipro.com%7C06ad301bcfca49f1f86c08d97db409d1%7C258ac4e4146a411e9dc879a9e12fd6da%7C1%7C0%7C637679034535195622%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=6L%2B7o4RrGWP8DK34Yfd1OUXAAjwLynUCd1Byn49XLRI%3D&reserved=0
https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fappsource.microsoft.com%2Fen-us%2Fmarketplace%2Fconsulting-services%2Fwipro-ltd.m365securitycomp&data=04%7C01%7Cprakash.narayanamoorthy%40wipro.com%7C06ad301bcfca49f1f86c08d97db409d1%7C258ac4e4146a411e9dc879a9e12fd6da%7C1%7C0%7C637679034535205621%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=nmFKeOTs07IGMmbnxmSFmh8wLfateUSd%2B8VhVSob1UA%3D&reserved=0
https://azuremarketplace.microsoft.com/en-us/marketplace/consulting-services/wipro-ltd.azure_security_implement?search=wipro&page=1
https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fazuremarketplace.microsoft.com%2Fen-us%2Fmarketplace%2Fconsulting-services%2Fwipro-ltd.saponazuresecurity%3Ftab%3DOverview&data=04%7C01%7Cprakash.narayanamoorthy%40wipro.com%7C06ad301bcfca49f1f86c08d97db409d1%7C258ac4e4146a411e9dc879a9e12fd6da%7C1%7C0%7C637679034535215621%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=E8VIQ8eUGoOF9iEOkdHM8jrAqaums6SC1FxvjBsLPHA%3D&reserved=0
https://azuremarketplace.microsoft.com/en-us/marketplace/consulting-services/wipro-ltd.msiotsecurityassm?tab=Overview
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Our Differentiators
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Differentiator: IMC for Azure AD – App On boarding Automation

Streamlined process driven application migration/on-boarding automation

What to Migrate ?

• Application Info

• SAML Info

• Oauth Info

• Metadata

• Policies

AppOn

IAM AdaptorsMigration ToolkitBulk Import 

App/User ViewWeb Questionnaire Admin Console

Migration Toolkit

Source Format Target Format

Applications

SAML

OAuth

Meta Data
Transform

Target AdaptorsTransformerSource Adaptors

Applications

SAML

OAuth

Meta Data

AM Systems

Target AM

Extract from Source
Transform in Target 

Format
Onboard in Target

Feasibility analysis required?

• Rules

• Policies

• Customization
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Differentiator: M365 E5 Security and Compliance – Maturity driven rollout 
strategy

• Greater visibility to threats landscape

• Enhanced Attack surface reduction 

• Integrated threat detection and response

• Optimal compliance

• Enhanced Threat Detection & Protection

• Improved attack surface reduction

• Enhanced compliance

• No / Low user impact

• No / Low Infra impact

• High visibility to threats landscape

• Improved Threat Protection

• Improved compliance

User Experience

ROI Considerations

Example

Beyond

Immediate

(30-60-90

days)

Short term 

(180 days)

Timelines Considerations / Outcome

Security Compliance Cost
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Our Quick start programs for measurable, value-based 
security in just weeks

We accelerate business-aligned 
workplace security solutions that 
include

 A definition of business requirements 

and drivers with their success criteria 

 An analysis of detected risks 

 A risk mitigation operations plan with 

instructions on how to run and scale 

the platform 

 A roadmap outlining next steps for 

maximizing downstream investments

Threat 
Protection Quick 

Start

Data Security 
Quick Start

Insider Risk 
Mgmt Quick 

Start

Identity 
Entitlement 
Mgmt Quick 

Start

M365
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Differentiator: Wipro’s Cloud Application Risk & Governance (CARG)

• Application Risk Profiling Business Risk, Data Risk, Regional restrictions, Regulation and Compliance Needs

• Application Risk Assessment Controls based on regulatory and contractual requirements, Gap assessment and Issue Management

• Continuous Risk Monitoring Near real-time view of risk posture, Compliance Status, Application security risk governance and reporting

• Supports 20+ regulations and compliance standards

• Integrates with Cloud and refreshes Assets 

monitored everyday

• Compliance status updated real-time

Application centric CARG platform manages cloud security centrally and mitigate non-compliances

• Security definition are updated centrally based on 

Industry standards and trend

• Integrates with PrismaCloud
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Transition Approach

Microsoft Sentinel Accelerators and Automations

Delivery Kits

Consulting

Kits

Pre-Built 

Dashboards
Playbooks

Reference 

Architecture

Use Cases
Assets &

Guidelines

80+ Use Cases 5+ Playbooks 2+ Workbooks 5+ Threat Hunting Queries
24*7 Lab

24*7 Azure Sentinel Lab

Delivery Kits

Consulting Kits

Pre-Built Dashboards

Reference

Architecture

Use Cases

Playbooks

Design Templates

Sizing Templates

Assessment - People , 

Process and technology

Workbook based

MSSP

Rule Based Analytical
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To Learn more visit us @ https://www.wipro.com/cybersecurity/microsoft-security/

Thank you

https://www.wipro.com/cybersecurity/microsoft-security/

