Wipro's Managed Zero Trust Security
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Accelerating secure digital transformation

Security challenges drive the evolution of Zero Trust

With diminishing enterprise boundaries and users accessing corporate resources

remotely, the number of cyber threats is rising rapidly. A considerable number of 71% of companies are

breaches today are the work of insider threat actors, causing disruption for businesses. prioritizing security
investments in Zero

Today’s complex infrastructure cannot rely on traditional security architecture as it does Trust architecture.

not have a single defined perimeter due to remote user access, use of cloud services,

‘and the emergence of edge computing. It's why most of the breaches occur due to lack of Wipro State. of

control mechanisms or visibility, with unhindered lateral movement of malware in the LrbereoeLiiiy

network. This is driving enterprises to adopt Zero Trust architecture. Report 2023

Controlled, secure access anytime, anywhere

Wipro’s Zero Trust framework powered by Zscaler establishes a secure environment using industry leading security
toolsets. It’s an efficient and cost-effective solution that eliminates traditional point products from inbound and
outbound security stacks.

Users and workloads can connect from anywhere at anytime with uniform and seamless security. The Zero Trust

architecture mitigates risks by reducing attack surfaces and eliminating lateral movement across the organization’s
infrastructure.

Wipro - Zscaler Joint Zero Trust Solution
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Wipro’s maturity approach

 Application and security tool « Listuse cases and prioritization of
inventory and organization policies transformation

« Traffic analysis leveraging Netflow, » Security tool and services
discovery data and packet capture requirements

« |dentity infrastructure, roles and + Investment plan and control

privileges
« Ingress or egress points for
security controls coverage

enhancement process
» Knowledge management process
 Transformation risks and
mitigation plan
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Isolation of network and
applications

Identify servers, client and
relevant access scenarios

» Assessment charter and
business priorities

» Stakeholder mapping

» Access to systems and data

« Detailed report of assessment
and maturity

« Integration and orchestration
process

« Workshop planning « Classify legitimate, unauthorized » Content for business case

 Prerequisites and dependencies and malicious communications » Benefits of approach

« Kick-off » Use ZT templates to build use cases « Roadmap to achieve complete
« Disaster recovery process and readiness ZeroTrust

« Sign-off and closure

Wipro - Zscaler Zero Trust solution differentiators

* Prevents lateral
movement of threats

» Connects users to apps

directly, without network

access, which isolates

threats

« Eliminates the

internet attack surface
* Applications sit behind the
exchange, preventing
discovery and targeted
attacks

» Reduces cost and
complexity

« Simple to manage and

deploy without the need

for VPNs or complex

firewall rules

« Delivers an optimal

user experience
« Intelligently manages and
optimizes direct
connections to cloud
applications
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ConneC‘t With us tO get started System Integration and Managed Security Services (SIMS),

Wipro Cybersecurity and Risk Services
To learn how your network can be more secure and

cost-effective without compromising on performance,
please contact us at: wipro.com/cybersecurity/contact 3
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Wipro: Cybersecurity by Cybersecurists

Wipro, a leading technology services and consulting company, provides cybersecurity expertise to the world's leading organizations.
Our strategy-first model, Wipro CyberTransforms", optimizes today’s enterprise journey to the cloud and modernizes identity and
security programs through a risk lens and expert compliance knowledge. Wipro CyberShields™, which defends business operations
by providing on-demand cyber resilience management, is an as-a-service model at scale. We secure the modern enterprise by
transforming risk into opportunity with solutions that increase business agility and create a competitive advantage for our clients.
To learn more, visit wipro.com/cybersecurity
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